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Defining Data Classification

The term data classification has multiple uses and meanings. In the context of this session, we will define classification as: “the process 
of understanding and organizing information based on what it contains, regardless of the classification framework.”
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Some of the different types of data classification included in this presentation

Sensitive 
information

Categories of 
records

Organization’s 
data 
classification 
taxonomy

CVs

Passport numbers

Client lists

Addresses

PHI

Other PII

Credit cards

Social Security Numbers

Bank account numbers

Board meeting minutes

Broker communications

Trade secrets

Financial reports

HR Records

Tax filings

Contracts and legal agreements

Invoices

AML Reports

Public

General/internal only

Legally privilegedConfidential

Highly confidential



.13

WHY ARE CLASSIFIERS IMPORTANT?

Why are Classifiers Important and What’s New?

Data Classification enables the compliant actioning of data
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Enables compliance with 

data laws

Lower regulatory risk & 

auditable compliance from 
knowing your data

Improves access controls & 

Insider Risk Management (IRM)

Stronger governance without 
slowing collaboration

Supports defensible eDiscover, 

Legal hold & Investigations

Reduced legal costs and 
investigation timelines through 

reduced data volumes & 
knowing your data

Protects the organization’s most 

valuable information assets

Security can be aligned to 
business value  & sensitivity 

reducing exposure 
to IP Theft

Improves incident response & 

breach management

Faster breach understanding, 
better regulator outcomes 

through PII classification

Enables proportionate 

security controls

Better security with lower 
operational overhead aligned to 

Data classification

Enables safe use of AI, analytics 

& automation

Innovation without violating 
trust or law through AI 

accessing governed data

Reduces storage, egress & 

operational cost

Lower IT and cloud costs over 
time through data retention & 

dsiposa/

Reduces legal, regulatory & 

financial exposure

Reduced downside risk & 

insurance exposure through 
handling data compliantly 
through-life

Increases trust with customers, 

employees & partners

Stronger reputation and 
competitive differentiation 

through a culture of data 
complaince

WHAT’S NEW?
AI is opening new opportunities & possibilities to better govern & automate  information compliance 
through data classification aligned to data controls & actions
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Classification 
Technology

Example Strengths Running Costs
Contextual 

Understanding
Time to Deploy Use Cases

Keywords & RegEx SITs - Purview
PII, PHI, Payment 

information
DLP, IRM, 

sensitivity labels

Exact data match EDM – Purview Large datasets DLP

AI - ML models
Trainable Classifiers 

– Purview
Similar information, 
different structure

DLP, data retention

AI - NLP Spacy
Named entities, 

sentiment analysis
DLP, data extraction

AI – LLMs GPT-5.4 Contextual, global 
Data extraction, 
data retention, 
investigations

Classification Technologies Comparison
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Which of the classification technologies are 
you using in your organization today?

The Slido app must be installed on every computer you’re presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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Classification 
Technology Selection

Classifier
Configuration

Test & 
Fine Tune

Classifier
Deployment

Continuous
Monitoring

Classification Technology Implementation

Implementing classification technology is an iterative, governed process. Effective classification requires more than just deploying 
technology. This slide highlights the key steps, from selecting and configuring classifiers to business as usual
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Sustain Optimization

Consider combination of classifiers 
when relevant

Assess the different types of 
classification technology

Capture requirements for 
classification & actions

Organization-specific 
personalization

New configuration

Default configuration 
(out-of-the-box)

Refine classifiers and re-test

Identify source of noise

Assess precision, recall and false 
positives.

Test classifiers in simulation mode

Train admins and product owners

Document changes and new 
technology

Update existing Information 
Management tools to work with the 

new classifiers

Keep an eye on new solutions and 
technologies

Review classifier configuration and 
adjust as needed

Flag inefficiencies

Gather metrics on classification 
performance
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From Classification to Action
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Information Management Pillars

Information Management Capabilities

Information 

Protection

Access 

Governance

Records 

Mgmt & 
DLM

Insider Risk 

Prevention

Monitoring 

& Audit

Discovery & 

Retrieval

Information 
Classification

Collections

Search

Reporting

Investigations

Defensible 

Deletion

DLP Alerts
Retention & 

Legal Hold

Repository 

Permissions
Encryption

External 

Sharing

Rights 

Management

Behavioral 

Risk Signals
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What challenges do you face when deploying 
classifiers in your organization?

The Slido app must be installed on every computer you’re presenting from

https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design
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Practical Example 1 – Implementation of Classifiers for DLP policies

A big pharma company wanted to deploy DLP policies to detect the exfiltration of sensitive information in their organization. Their focus 
was Email. They needed some urgent policies that they would mature later.

Classification

Technology Selection

Classifier

Configuration

Test & 

Fine Tune

Classifier

Deployment

Continuous

Monitoring

01 02 03 04 05

Chosen classifiers

■ Keywords

■ RegEx

■ Fingerprint SITs

■ Exact Data Match

Out of the Box & Custom

■ Used existing Purview classifiers for PII 

& other standard data types

■ Created custom classifiers to identify 
the organization’s specific sensitive 
information

Validate accuracy

■ Classifiers deployed in production 

tenant

■ DLP policies deployed in simulation 
mode

■ Gathered data & updated

Global roll out

■ Approved final deployment with key 

stakeholders.

■ Documented changes

■ Training & Change management

Continuous improvement

■ During alert review, further noise was 

detected

■ Classifiers & DLP thresholds were 
updated to minimize noise

■ Updated whitelist and blacklist 
domains

Future Improvement

■ Expansion to other business functions 

& sensitive information types

■ AI for triaging DLP alerts – Security 
Copilot

■ Shifting the focus from fine tuning 
alert generation to alert triaging.

Key take aways

■ The combination of these 

technologies gave us the flexibility to 
target each data type more accurately

■ By using Microsoft Purview, the client 
saved costs and had native integration 

of classifiers with Exchange

Recommendations

■ We targeted the top areas of concern 

for the client first

■ Conducted interviews to obtain examples 
of sensitive and confidential documents.

■ Generated multiple SITs for complex 
data to improve accuracy

Iterative process

■ Detected misconfigurations

■ Refined classifiers & DLP policies, 

■ Trade off between false positives & 

missing alerts

■ Tiered DLP policies based on classifiers 

accuracy: low, medium, high

BAU

■ Low impact on end users

■ Improved alert generation for SOC

■ Several severe incidents detected 

within the first 2 months already.

■ Alerts detected tens of thousands of 

records being exfiltrated
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Practical Example 2 – Using GenAI for document classification

The latest developments in AI, specifically GenAI have revolutionized the concept of document classification. The most advanced models (starting from a 
couple of generations ago), are now capable of classifying documents and emails on very nuanced categories with human-like accuracy 

10Prioritising Document Review and Increasing Speed to Insight with AI

CASE OVERVIEW NOVEL AI SOLUTION ASSESSING THE RESULTS FUTURE POSSIBILITIES

eDiscovery Case Summary

■ Australian law firm faced an urgent challenge: 
classify 10,000+ documents received just two 
weeks before trial to understand relevance 
and severity across multiple complaint 
categories.

■ Early manual review revealed that many 
documents were not relevant, making it 
difficult to prioritise review efficiently under 
severe time pressure.

■ The Ask – What the Client Needed: 

— A fast, defensible way to triage and 
prioritise documents by category and 
severity, allowing the legal team to 
quickly shape case strategy.

— A workflow that could deliver transparent 
reasoning and excerpts to validate how 
each document was classified and why it 
was deemed relevant or high priority.

GenAI Classification workflow

■ We built a tailored LLM-driven prompt within 
the FTI’s IQ.AI solution to classify documents 
into four specific issue categories, each with 
an associated severity rating.

■ Designed the workflow to generate 
transparent reasoning for each classification, 
including an excerpt from the document to 
validate why it was placed in a category.

■ Conducted an initial sample-based 
evaluation, comparing AI-driven 
classifications to manual review to verify 
accuracy and refine prompts.

■ Scaled the refined AI prompt across the 
entire dataset, enabling automated triage 
and priority ranking of documents based on 
issue relevance and severity.

Impact on the project

■ Delivered 96% accuracy in classifying 
documents to the correct issue and severity, 
validated through comparison with manual 
review.

■ Enabled rapid identification and prioritisation 
of the 900 most critical documents, allowing 
the legal team to focus immediately on the 
material that mattered most.

■ Significantly accelerated speed to insight 
under a compressed two-week timeline, 
ensuring the team could prepare strategy 
before trial —ultimately leading to opposing 
counsel dropping the case.

■ Reduced overall review time through 
expert-led, AI-enabled workflows, freeing the 
legal team from manual triage and allowing 
focus on high-value analysis.

Implications for other IM workflows

■ Data retention: LLM-driven 
auto-classification maps content to your 
retention schedule, proposes/applies labels 
with rationale, and routes only 
low-confidence items for human review—
eliminating most manual tagging.

■ Compliance investigations: 
Prompt-engineered detection of nuanced 
behaviours and context (AML patterns, 
non-compliant broker comms, pharma HCP 
interactions) with explainable flags and entity 
extraction to accelerate defensible 
investigations.

■ Security alert triage (DLP/Insider Risk): 
Enrich alerts by analysing what left, who sent 
it, and business sensitivity, then score priority 
and recommend actions (quarantine, revoke 
sharing, require justification) to surface the 
riskiest cases first.

https://www.ftitechnology.com/resources/case-studies/prioritising-document-review-and-increasing-speed-to-insight-with-ai
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Open Mic:

How are teams in your organization using AI to 
improve information management workflows?
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Final Thoughts

As organizations embrace AI-driven classification, they unlock clearer insight, deliver stronger governance, and faster action. Together, 
these capabilities create a foundation for smarter, safer, and more efficient information management.
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Classification is foundation for Information Management

Once organizations understand what information lives in their 

files and emails, every downstream governance activity (DLP, 

retention, protection, investigations) becomes easier and 

more effective.

AI has transformed what’s possible in data classification

Modern AI/ML and LLM models enable nuanced, 

contextual classification at scale—far beyond what manual 

processes or traditional keyword methods can achieve.

3. Effective classification requires an
iterative, governed lifecycle

From selecting the right technology to configuration, 

testing, deployment, and continuous monitoring—

classification only succeeds through structured refinement 

and measurement.

Classification unlocks real business
value and risk reduction

Classifiers power actionable workflows across protection, 

access governance, records management, insider risk, 

discovery, and defensible deletion—reducing costs, 

enabling faster insights, and strengthening security.

01 02

03 04



Come and talk to us on our Stand!

Peter Shardlow Pablo Quero

Managing Director
FTI Consulting

linkedin.com/in/petershardlow 

+44 (0)7929 827 812

peter.shardlow@fticonsulting.com

https://www.ftitechnology.com/solutions/microsoft-365-services 

M365 Compliance Expert
FTI Consulting

linkedin.com/in/pqueroc

+44 (0)7813 430 408

pablo.quero@fticonsulting.com 

https://www.linkedin.com/in/petershardlow
https://www.linkedin.com/in/petershardlow
mailto:peter.shardlow@fticonsulting.com
https://www.ftitechnology.com/solutions/microsoft-365-services
https://www.ftitechnology.com/solutions/microsoft-365-services
https://www.ftitechnology.com/solutions/microsoft-365-services
https://www.ftitechnology.com/solutions/microsoft-365-services
https://www.ftitechnology.com/solutions/microsoft-365-services
https://www.linkedin.com/in/pqueroc?lipi=urn%3Ali%3Apage%3Ad_flagship3_profile_view_base_contact_details%3B4NB8xJniRiSWSamXqIznUA%3D%3D
mailto:pablo.quero@fticonsulting.com


Experts with Impact
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